Abstract-Trustworthy location information is important because it is a critical input to a wide variety of locationbased applications. However, the localization infrastructure is vulnerable to physical attacks and consequently the localization results are affected. In this paper, we focus on achieving robust wireless localization when attacks are present on access points. We first investigate the effects of attacks on localization. We then derive an attack-resistant scheme that can be integrated with existing localization algorithms and are not algorithmspecific. Our attack-resistant scheme are based on K-means clustering analysis. We examined our approach using received signal strength (RSS) in widely used lateration-based algorithms. We validated our method in the ORBIT testbed with an IEEE 802.11 (Wi-Fi) network. Our experimental results demonstrate that our proposed approach can achieve comparable localization performance when under access-point attacks as compared to normal situations without attack.
I. INTRODUCTION
The advancement of wireless technologies is resulting in a variety of emerging applications ranging from locationbased services, to location-aware security techniques, and to location-centric military surveillance. Without accurate location information, many of these applications will not function properly, e.g., geographic routing [1] . Thus, the trustworthiness of location information of wireless nodes plays a critical role in the successful development of these applications.
Wireless localization techniques usually involve the measurement of various physical properties such as time of arrival (ToA), time difference of arrival (TDoA), angle of arrival (AoA), and received signal strength (RSS). Characterization of the relationship between physical locations and a given radio measurement of physical property allows a localization system to localize a wireless device through observation of radio signals between the wireless device to some access points. However, the localization infrastructure is vulnerable to physical attacks, especially in hostile environments. For instance, RSS can be attenuated and amplified [2] and consequently the resulting location estimation is corrupted. In this paper, we focus on the physical attacks present on access points, i.e., a malicious attacker can compromise the access points and modify the measured RSS at access points or an attacker can directly attenuate or amplify the signals between the access points and the wireless device.
In previous work, [3] makes use of the data redundancy and robust statistical methods to achieve reliable localization in the presence of malicious attacks, whereas [4] proposes to detect attacks based on data inconsistency from received beacons and use a greedy search or voting algorithm to eliminate the malicious beacon information. However, most of these methods are algorithm-specific and are thus not scalable to other localization algorithms. In this paper, we propose an attack-resistent localization method, which can be integrated into existing localization algorithms. Our approach is not algorithm-specific and can be easily scalable to other localization algorithms. In particular, our method is based on the geometric relationship between the localization results from the benign access points and those from attacked access points. To achieve robust localization under attacks, we use cluster analysis to the localization results obtained from subsets of access points to separate correct localization results from corrupted localization results.
To evaluate the effectiveness of our approach, we conducted experiments using the ORBIT testbed, which simulated a large scale wireless network using IEEE 802.11 radios. We used the measured RSS from wireless devices to multiple access points to perform localization. We examined our method using widely used lateration-based algorithms including both nonlinear least squares and linear least squares methods. The experimental results show that our approach is attack-resistent and can provide accurate location estimation under the presence of attacks on access points.
The rest of the paper is organized as follows. Section II discusses exiting research in localization techniques and secure localization. We then propose our attack-resistant approach in Section III. Section IV presents the experimental methodology and evaluation of our approach. Finally, we conclude in Section V.
II. RELATED WORK
There has been active work in exploring wireless localization. Based on localization infrastructure, [5] used infrared methods and [6] employed ultrasound to perform localization. Both of them need to deploy specialized infrastructure for localization. On the other hand, in spite of its several meterlevel accuracy, using RSS [7] - [9] is an attractive approach because it can reuse the existing wireless infrastructure. Based on ranging methodology, range-based algorithms involve distance estimation to access points using the measurement of various physical properties [10] , whereas range-free algorithms [11] , [12] use coarser metrics to place bounds on candidate positions. Another method of classification describes the strategy used to map a node to a location. Lateration approaches [3] , [13] use distances to access points, while angulation uses the angles from access points. Scene matching (or fingerprint matching) strategies [7] use a function that maps observed radio properties to locations on a pre-constructed radio map or database.
There has been considerably less work on the problem of securing localization, which is used to ensure the trustworthiness of wireless localization. [14] proposed distance bounding protocols for verification of node positions. [15] proposed the Verifiable Multilateration mechanism which is based on the distance bounding protocols for secure position computation and verification. [16] uses hidden and mobile base stations to localize and verify location estimates.
The works that are closely related to ours are [3] , [4] , which tries to eliminate attack effects and still provide accurate localization. [3] makes use of the data redundancy and statistical methods to achieve reliable localization in the presence of attacks. [4] proposes to detect attacks based on data inconsistency from received beacons and to use a greedy search or voting algorithm to eliminate the malicious beacon information. However, these methods are mostly algorithmspecific and can not be easily scaled to other localization algorithms. Our approach is novel in that it is algorithm independent and can be integrated into the existing localization algorithms, and thus are highly scalable. Further, we validated our approach using a large-scale wireless network testbed.
III. ROBUST LOCALIZATION
In this section, we introduce lateration based algorithms that are used to validate our approach. We then investigate the effects of the attacks on access points on localization. Next, we derive our attack-resistant scheme.
A. Localization Algorithm
Lateration approaches are widely used in wireless localization [3] , [12] , [13] . They estimate the position of the wireless device by estimating the distance to multiple access points and derive the location estimation based on least squares methods.
There are two main steps in least squares methods: ranging step and lateration step. The ranging step is used to estimate the distance d i (i th number of access points) between the wireless device and multiple access points. In this work, we use the measured RSS of the wireless device to fit the propagation parameters in the signal propagation model and derive the distance estimation from the signal-to-distance relationship:
where P (d 0 ) represents the transmitting power of a wireless device at the reference distance d 0 , d is the distance between the transmitting device and the access point, and γ is the path loss exponent.
In the lateration step, we study both Non-Linear Least Square (NLS) and Linear Least Square (LLS) methods.
Non-Linear Least Square (NLS): Given the estimated distances d i and known positions (x i , y i ) of the access points, the position (x, y) of the wireless node can be estimated by finding (x,ŷ) satisfying: where N is the number of access points that used to estimate the location of the wireless node. Non-linear least square can be viewed as an optimization problem where the objective is to minimize the sum of the error square. The NLS problem usually involves iterative searching technique, such as gradient descent or Newton method, to get solution and thus requires significant computational complexity.
Linear Least Square (LLS):
The LLS is an approximation of NLS solution. It linearize the NLS problem by introducing a constraint in the formulation and obtain a closed form solution of location estimation. Compared with NLS, LLS has less computational complexity. The location of the wireless node can be obtained by solving the form Ax = b with:
. . .
where A is only described by the coordinates of access points, b is represented by the distances to the access points together with the coordinates of access points and x is the estimated location of wireless device. Thus, the estimated location of wireless device x = (A T A) 
B. Error Analysis
Under normal situations, the measured RSS is determined by the distance between the access point and the wireless device. The RSS is affected by the random noise, environmental bias, and multipath effects. We assume the measurement error of RSS follow the normal distribution with zero mean and δ standard deviation. Whereas under attacks on access points, we assume the adversary will attack the access points by attenuating or amplifying the measured RSS. For example, the attacker can simply add 10dB or 20dB to the measured RSS at the access points.
To study the effects of attacks on localization versus the localization errors caused by RSS measurement errors, We conducted a simulation study by deploying three access points and one localizing node in a 200ft X 200ft square area. Under a normal situation, the standard deviation of the measurement error δ varies from 0dB to 3dB, whereas under an access point attack, we altered the measured RSS of one access point by 10dB, 15dB and 20dB respectively. Figure 1 presents the average localization errors for both NLS and LLS methods when one access point is attacked out of three access points. The simulation was run for 1000 times.
The solid line in Figure 1 presents the localization error under a normal situation, whereas the dotted lines represent the localization errors when the RSS is attacked by 10dB, 15dB and 20dB respectively. We found that the localization errors caused by access-point attacks are much larger than the localization errors caused by RSS measurement errors for both NLS and LLS algorithms. Particularly, in NLS the localization errors under attack are more than three times larger than under a normal situation, and in LLS, it is more than six times larger. This indicates that the localization results are close to the true location of the wireless node under normal situations. However, under access-point attacks, even if there is only one access point (out of three) is attacked, the localized positions are far from the true location of the wireless node.
We further studied the geometric relationship of multiple runs of localization results of a wireless node under normal situations and with access-point attacks. From Figure 2 , we can clearly see that the localization results of a wireless node under the normal situation are clustered together and close to the true location of the device, whereas the localization results are scattered and far from the true location of the device when an attack is present on access points. Thus, based on the geometric relationship, the clustering versus the scattering effects, observed from the localization results, it is possible to distinguish the correct localization results under normal situations from the corrupted localization results caused by attacks on access points.
C. Attack-Resistant Scheme
We propose an attack-resistant scheme based on the observation that the localization results from non-attacked access points are clustered around the true location of the wireless node, while the localization results are scattered farther away from the true location of the wireless node when attacks are present on access points. The challenge is that the true location of the wireless node is unknown, and thus can not be used for comparison to remove the corrupted localization results.
We assume that not all of the access points are attacked by adversaries, that is, there exists a portion of the access points on which the measured RSS values are not corrupted. Suppose there are N access points in the area of interest and a portion of the access points are attacked by adversaries. To localize a wireless device, we choose any three of the N access points to perform location estimation. We can thus obtain multiple localization results from . To obtain an accurate location estimation of the wireless device, instead of simply averaging over the multiple localization results, we measure the distance from each localization result to the rest of them. The distance for the i th localization result is defined as:
where (x i , y i ), i ∈ 1, 2... th localization result is derived from attacked access points, D i will be large, while D i should be small if the localization result is estimated by using the non-attacked access points.
Further, rather than using a single threshold, which may be sensitive to the environment changes, we use K-means cluster analysis of D i to separate the localization results obtained by using non-attacked access points from those calculated by attacked access points. The K-means algorithm is one of the most popular iterative descent clustering methods [17] . The squared Euclidean distance is chosen as the dissimilarity measure. If there are M measured D i from localization results, the K-means clustering algorithm partitions M measured D i into K disjoint subsets Q j containing M j measured distances so as to minimize the sum-of-squares criterion:
where D m is a measured distance representing the m th localization result and O j is the geometric centroid of the measured distance for Q j . In our K-means cluster analysis, we set K = 2, one for the normal localization results and the other for the corrupted localization results. Thus, as a result of K-means analysis, the measured distances are partitioned into two clusters: {D i }, i = 1, 2, ...n in one cluster should be small and represent the localization results coming from nonattacked access points, whereas {D i }, i = n+1, n+2, ...M in another cluster should be large and represent the localization results from attacked access points.
After the localization results are partitioned into two clusters, we then use the averaged coordinates in the cluster with smaller {D i } to represent the final localization result of the wireless device. We call this result as the cluster result. Moreover, since the localization result whose D i is the smallest is at the centroid of this cluster. We can also represent the final localization result by using the location estimation with the smallest D i . We call this result as the single result.
IV. EXPERIMENTAL EVALUATION
In this section, we first describe our experiment methodology using an IEEE 802.11 network. We then present the experimental results that validate our attack-resistant localization approach using lateration methods.
A. Experimental Methodology
In order to evaluate the effectiveness of our approach, we conducted experiments using the ORBIT testbed in the Wireless Information Network Laboratory (WINLAB) at Rutgers University. The ORBIT testbed simulates a large-scale wireless network using an IEEE 802.11 (Wi-Fi) network. The size of the ORBIT room is 60x60ft. Figure 3 shows the layout of the ORBIT room and the deployment of 10 access points, shown in red stars, in the 802.11(Wi-Fi) network. The small dots in the map are the locations used for testing. There are totally 100 locations in our experiments.
To evaluate the localization accuracy, we use the leaveone-out method, which means we choose one location as the testing node whereas the rest of the locations as the training data. Thus, the size of the training data used to estimate the parameters in the signal propagation model in lateration algorithms is 99 locations.
B. Experimental Results
We evaluate the performance of our attack-resistant localization method in terms of localization error which is the distance between the estimated position and the true position of the wireless device. Figures 4, 5 and 6 present the Cumulative Distribution Function (CDF) of the localization error of both NLS and LLS methods when the number of attacked access points varying from 10% to 20% and further to 30%, respectively. The resulted curves are presented in four categories: normal situations without attack, without using our attackresistant method, using our attack-resistant method with the cluster result, and using our attack-resistant method with the single result.
10% access points are attacked: Figure 4 shows the localization results when 10% of access points are attacked. Particularly, in our experiments one of the ten access points is attacked by 20dB. From Figure 4 , the key observation is that the CDF curves of the localization error of our attack-resistant method are mixed with those under normal situations, and the single result is comparable to the cluster result. This indicates that our attack-resistant method achieves similar performance as under normal situations. In particular, for the NLS method, the median error can be improved from 26 feet to about 10.5 feet under an access-point attack, while it is 11 feet for a normal situation. For the LLS algorithm, the median error can be improved from 42 feet to 12 feet, compared to 15 feet under normal situations. Surprisingly, the localization results obtained from the attack-resistant method when attacks are present on access points outperform those under normal situations. This is because under normal situations sometimes the RSS measurements may contain outliers. The RSS outliers are similar to the corrupted RSS readings under attack. Therefore, the localization results can be affected by RSS outliers under normal situations, whereas under attack situations, our attackresistant method has removed the effects of the corrupted RSS from the attacked access points and may achieve better localization accuracy. 20% access points are attacked: Figure 5 shows the localization results when two of ten access points are attacked by 20dB. Our observation in Figure 5 is similar to that of Figure 4 . Our attack-resistant method can significantly improve the localization accuracy when attacks are present on access points. For both lateration methods, we can clearly see that the results of our method are better than those under normal situations. In particular, for NLS, the median error is improved from 32 feet to 11 feet under access-point attacks. Whereas the median error is improved from 38 feet to 13 feet for LLS, compared to 15 feet under normal situations.
30% access points are attacked: Figure 6 shows the localization results when three of ten access points are attacked by 20dB. We observed consistent behavior of our attack-resistant method: achieving the similar localization accuracy when there are access point attacks present to that of normal situations. Further, the single result slightly outperforms the cluster result. Again, our method can achieve better localization accuracy than those under normal situations. In particular, our attackresistant method can improve the localization accuracy from 33 feet to 10 feet for NLS algorithm, whereas the median error can be improved from 43 feet to 13 feet for LLS algorithm.
V. CONCLUSION
In this work, we proposed a robust localization method to achieve accurate location estimation when attacks present on access points. We investigated the effects of access-point attacks on localization accuracy. Based on the clustering effects of the localization results from the non-attacked access points versus the scattering effects of the localization results from the attacked access points, we derived an attack-resistant scheme, which is localization algorithm independent and can be integrated with the existing algorithms.
To validate the effectiveness of our method, we conducted experiment in the ORBIT testbed using an IEEE 802.11 (WiFi) network. We examined our robust localization scheme based on the widely used lateration-based algorithms, nonlinear least squares and linear least squares methods. Our experimental results show that our method can achieve similar location accuracy when attacks are present on access points to that under normal situations, and thus provide strong evidence of the robustness of our approach under attacks.
